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Collaborative and Confidential Information
Sharing and Analysis for Cyber Protection

Cyber-Security Framework

C3ISP aims to provide a flexible framework In order to protect sensitive information and to comply

: ‘ with regulations (GDPR), data access and data analytics
allowing aUt(?mated’ faSt’ and COlléboratlve operations are regulated by multi-stakeholders data
cyber threat information (CTI) sharing sharing agreements.
and analysis to allow a more complete Additionally, shared data may be sanitized before being
understanding and faster mitigation analyzed and visualized using (homomorphic) encryption,
of cyber risks or anonymization techniques, e.g. by deploying

differential privacy.

ref: NIST800-150



Past, Current & Future Activities

@® GCather Requirements

« Stakeholders: SME's, ISP's, CERT's, and Enterprises

Design and Architecture [ ]

* Incorporated users and system requirements

« Explored data sanitisation techniques using

homomorphic encryption and anonymisation ® Implementation

- Four pilots and integrated platform

Test and Validate o
- Verify that pilots meet the requirements g
« Validate the capabilities =
@ Final Design and Architecture
- Use the feedback and experience gained through the pilot
- Estimate tradeoffs between data and analytics accuracy
Final Implementation [
7
« Improved integration 12

- Data analytics and visualisation
é Final Testing and Validation
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l§ - Gather and evaluate the results of the pilots

1™« Document results and lessons learnt
Finalise C3ISP Framework é
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